SchoolPickupLine Security & System Overview

General school/district review copy - no specific school or district is identified in this document.
What SchoolPickupLine Is
A browser-based application used by authorized school staff to enter and view student pickup queue information during dismissal.

Current Architecture

Website/application Cloudflare Pages + Cloudflare Worker
Database Cloudflare D1
Authentication Application-managed user accounts with role-based access

Data hosting/infrastructure  Cloudflare, Inc.

Student Data Used

Only information needed for pickup operations, such as student name, grade, pickup/family tag, sibling or carpool association,
pickup-line information, and queue activity.

Basic Security Controls

*« HTTPS/TLS encrypted browser traffic.

* Role-based access for Display, Entry, Staff, and Admin functions.

« Authenticated sessions are cryptographically signed using a deployment secret.

» User passwords are stored as password hashes rather than readable passwords.
 Application data is stored within Cloudflare infrastructure.

» Confirmed unauthorized-access incidents involving school data are communicated without unreasonable delay.

Data Ownership and End of Use

The school or district owns and controls its student data. SchoolPickupLine does not sell student data or use it for advertising. A school
or district may request export or deletion of its data, subject to temporary backups or legal retention requirements.

Operational Boundary

SchoolPickupLine helps communicate and organize pickup flow. The school or district remains responsible for student supervision,
custody and authorized-pickup verification, actual student release, traffic and vehicle management, emergency procedures, and
physical safety decisions.
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